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Abstract

Digital transactions, that is, operating system (OS) and application threads, processes, creation, modifications and accesses on both commercial and internal computer systems can be carried out at a million times per second often appearing surreptitiously to the user.  Such transactions normally leave a digital fingerprint which can be used by an organisation or individual to ascertain if something has gone wrong or attempt to prove that an incident has occurred.
Additionally, digital transactions (otherwise known as a fingerprint) can often be found in a format which is highly volatile (i.e. Random Access Memory (RAM)).  For this reason, maintaining the integrity and reliability of the fingerprint, which can easily be compromised by inappropriate handling is essential.

Successful prosecution of incidents rely heavily on the ability of an organisation and investigator to handle the investigation in a methodical and forensically sound manner maintaining the authenticity, accuracy and completeness of evidence.  Failure to maintain these principles often amounts to significant financial loss, possible failure of any intended prosecution and whilst a large proportion of incidents are kept ‘in-house’; public disclosure of an incident can prove damaging to an organisations reputation.

Whilst many organisations have numerous policies and procedures to deal with natural disasters, (i.e. fire, flood, power outages) not to mention detailed documentation of actions to be instigated in the event of a malware or virus attack, few have documented methodologies, plans or procedures to identify, collect, preserve or produce evidence in digital form in ways which can later be defended robustly in a court of law.
Introduction
Technical skill-set, extensive training, experience, authorised personnel and a wide range of forensic tools may be at the heart of collating and analysing digital evidence, however, their success can only be guaranteed if a level of methodical pre-planning has been conducted.

Incidents (i.e. malware attack or financial irregularities) may require some form of decision to be made, for example should a core system be taking off-line during an investigation proceeds, even if doing so disrupts the business requirement?  These decisions should not be taken lightly and should only be taken at the highest level of an organisation – not as the author has witnessed previously, by the investigator.  However, should the investigator have a legal requirement or entitlement to power off, seize and remove equipment, it is imperative that the stages are well versed and pre-planned well in advance.  
Digital evidence in either hardware or software format can be disputed due to mistakes being made at the initial stages of an investigation.  Therefore, ignorance whilst no excuse, is often responsible for the loss, compromise or mishandling of evidence in the early stages.

Prior to an investigation being carried out, the following points should be addressed:
· Define the characteristics of relevant, reliable and accurate evidence?
· Do any legal conditions exist which may assist or hinder the investigation (i.e. warrant timelines)?
· How can the investigation operate without hindering day-to-day business?

· How can the reliability and accuracy of evidence be preserved?

· How should the investigation be carried out?
· Is an external validation required – If so, who should validate, verify and oversee; and for how long?

· What can 3rd parties claim disclosure of?

· What important procedures need to be followed?
· Who will run the investigation?
· Who should initial suspicions be reported to?
· Who will evidential proof be presented to (i.e. civil authorities or internal management)?
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Chapter One – ACPO Principles
To identify, seize, collate and later analyse digital evidence, a methodology is required.  Logical and thorough, it should, where possible, maintain the integrity of the original evidence.  As previously discussed, computer evidence is often in a volatile state, therefore the methodology whilst not full proof, should provide general guidelines in enabling a sound acquisition, extraction and analysis of data during an investigation.

Such guidelines can be sought from The Association of Chief Police Officers (ACPO) who released the “Good Practices Guide for Computer Based Evidence” guide.  Whilst the ACPO guideline focuses mainly on independent Hard Disc Drive (HDD), Personal Digital Assistants (PDA’s) and Close Circuit Televisions (CCTV) instead of larger enterprise solutions, the 4 principles, which are stated below, are an ideal starting point for conducting a digital investigation.

“Four principles involved are”:

· “No action taken by law enforcement agencies or their agents should change data held on a computer or storage media which may subsequently be relied upon in court”.

· “In exceptional circumstances, where a person finds it necessary to access original data held on a computer or on storage media, that person must be competent to do so and be able to give evidence explaining the relevance and the implications of their actions”.

· “An audit trail or other record of all processes applied to computer based electronic evidence should be created and preserved. An independent third party should be able to examine those processes and achieve the same result”.

· “The person in charge of the investigation (the case officer) has overall responsibility for ensuring that the law and these principles are adhered to”.
Explanation of the principles:
· Documentary and computer based evidence is subject to the same law.

· Imaging, selective imaging or cloning should be used to investigate systems with the original being preserved.  Dependant on the size of the device, selective imaging or cloning may be used (i.e. specific files, folders or sectors or a HDD).
· Evidence continuity and integrity should be preserved at all times.  Results should be documented and shown to be repeatable.

Anecdotal evidence suggests a ‘perfect crime scene’ neither exists nor should one ever be expected.  Indeed the outcome of a forensic investigation is less predictable than simple data recovery.

Nevertheless, to develop a complete picture of what has occurred, investigators will (or should) apply critical thinking to what they have observed and not follow the above principles blindly.

Professor Edmond Locard’s theory; otherwise known as locard’s exchange principle, although referenced in traditional forensic examinations, holds true in the digital world – in that regardless of the meticulous manner in which an investigation or event is carried out, evidential proof that a person, or persons were present during that event will remain.  Furthermore, evidence can neither be prejudice or used to admonish – it simply exists.

The ACPO principles are not a panacea; however they do offer sufficient guidance and provide a sound starting point from which to conduct a forensic investigation and will help to enhance the soundness of forensic evidence.
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Chapter Two – Seizure
An organisation and their specialist appointed personnel are usually permitted to access computer information processed by their user communities.  However, this permission (inferred or otherwise) may need to be confirmed through security operating procedures, security policy documents and/or acceptable use policies.

Section 10 of the Computer Misuse Act (CMA) gives protection to authorised personnel in the inspection, search and seizure of systems.  Computer systems seized from lawyers however may contravene the client/attorney privilege and investigators should be mindful of the Criminal Justice and Police Act 2001.  However, whilst the act states privileged material must be returned, it also states material may be retained if a link exists to other material.  Knowledge of your legal footing as investigator should be confirmed and verified.  Failure to conduct a search or seizure out-with the bounds of the appropriate legal framework, may hinder and possibly compromise an investigation – regardless of any physical evidence be found. 
Initially, digital investigators will know little of what systems are to be seized, whether those systems are in-use or the geographical location of these systems.  Previously, seizure of assets focused more on the physical hardware being identified and preserved (bagging and tagging), and whilst this process is important, there are additional points to be considered:

· Are there other seizure options to be considered (full disk encryption, disk size and/or time constraints)?
· How is information, which has been obtained after seizure, handled?

· How can information be identified, seized and preserved?

· Is all hardware required or will exact copies suffice (i.e. is imaging or cloning possible)?

Additionally, given that most operating systems (OS) process information during the boot sequence, should an investigator discover a system(s) which is powered off the following should be observed:
· Correctly labelled, signed and completed exhibit labels aids and enhances the continuity of evidence.

· Document all actions taken on-site.

· Identify and preserve any pertinent information – such as user passwords written on post-it notes.

· No power should be applied, nor should the system be booted until it is secured in a controlled environment.
· Peripheral devices should be left to process jobs in progress; however the output should not be allowed to be taken away.  Investigators should be mindful that peripheral devices may hold volatile memory.
· Photographic and/or video evidence off all systems, cabling, peripheral devices, external drives and configurations should be used.  This is particularly useful for scene reconstruction.

· Power, Ethernet, peripheral devices, modem (where applicable) and other cabling should be labelled.

· The immediate area, specifically the location around the device should be contained, secured and controlled.

Conversely, should the system(s) be powered on, the following should be considered before removal:
· Blank screens may simply mean a screen saver is present.  It should be determined whether the screen saver is to be interrupted.  The interruption should be recorded, photographed (both before and after the event) and its content recorded.

· Correctly labelled, signed and completed exhibit labels aids and enhances the continuity of evidence.

· Document all actions taken on-site.  

· If the system is networked, power loss will affect all aspects of system processes, threads, connections and volatile data.  Specialist advice should be sought regarding whether live capture or manual intervention can be justified.
· On-screen displays should be recorded and photographed for content.  It should be noted that specific guidelines and procedures exist regarding the displaying images of a paedophilic nature, namely the Protection of Children Act 1978 and the Sexual Offences Act 2003.

· Photographic and/or video evidence off all systems, cabling, peripheral devices, external drives and configurations should be used.

· Systems fitted with an Uninterruptible Power Supply (UPS) may affect the HDD; therefore the power cable should be physically removed from the system.
· The immediate area, specifically the location around the device should be contained, secured and controlled.

Redundant Array Inexpensive Disc (RAID) systems, in comparison with individual systems can often prove to be problematic.  It is often not cost effective to seize a large array of therefore specialist advice should be sought by the investigator in seizing this size of information.  However, as a minimum a written log should be created outlining when, what, how, why any actions where performed.

Discs considered to be of interest should be handled as follows:

· The original drives should be cloned in its entirety (including any ‘hot-spare’).

· The original drives should be preserved and the clone used as a working copy.

· The original drives should be sealed, labelled, dated and treated as a potential exhibit.
Investigators should protect the integrity of the target system at all times; ergo the following should be adhered to when cloning a system:

· Imaging/Cloning should only be undertaken by personnel who are competent (i.e. who know their tool-kit intimately) and authorised to do so.

· A write-protect device should be used, ensuring the target device/system cannot be written to.
· Alternative imaging (i.e. CD) should be considered where disc-disc imaging is not possible.  Note, only forensically sound imaging software should be considered, and used.

Day and time stamps are used by computer systems to chronologically catalogue certain events, processes or threads within a system.  These stamps can be used by an investigator to establish how far out the system clock is in comparison to ‘real-time’ which in turn can aid the investigative process in establishing a timeline.  To that end the following should also be considered:
· Document and photograph system time; and where possible use an atomic clock for comparison to the system clock.  This comparison should also be photographed and documented.
Seizure of a system may be admissible in court, however specific files and folders may need to be admitted separately, but in conjunction with the system – alternatively, other information may need to be excluded, particularly if it bears no relevance on the investigation.  This is particularly true if one or more persons have accessed the information during the investigation.  Investigators should be mindful that the CMA states only authorised access should be granted to information.
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Chapter Three – Acquisition
Volatile and fragile evidence on a computer system is widespread.  Evidence which may be located on a HDD or within memory is easily altered, overwritten or deleted.  Whilst the ability to identify and extract unbiased information is paramount, failure to protect this evidence from the risk of contamination can often leave evidence useless if not adequately protected.

Therefore it is vital to quarantine an asset quickly as securely as possible.  Furthermore it is worth remembering that there are other areas of the system that may contain valuable evidence, which if not properly protected may contaminate the crime scene.  They include:

· Cached files – volatile RAM used for dataflow.
· Slack space – deleted files/folders as marked by the OS, for which information still exists on the HDD.
· Swap files – often known to as a page-file, used by the OS to transfer data between the HDD and RAM.
· Unallocated space – disc space which has not been marked for use by the OS.
Consideration should be given to the tools and techniques of evidence collation and data analysis.  Prior to viewing, collating or extracting data, an investigator should be mindful of the following:

· AV scanners may affect date/time analysis, specifically the creation, modification and accessed time.

· Data viewing, collation or extraction must not alter the original data (i.e. write-protector)

· Scope permitting, an entire HDD may be examined; however only data deemed necessary to prove/disprove the accusation should be presented.
· Proportionate to the investigation.
· Results must be forensically sound and repeatable.

· Timestamps are based on the internal host clock.

Prior to undertaking data extraction (forensic acquisitioning), it should be determined which method is to be used.

· Cloning – producing a bit by bit copy to an external source, with data integrity assured by hashing.

· Imaging – uses forensically sound software to store and create a bootable image.

Whilst the usual method of forensic acquisition is imaging (more robust, more options and easier to manage), the difference between cloning and imaging is the format of the output and both methods will achieve similar results.  However, it should be noted that no Windows system should be imaged without a write-protector.

Regardless of whether a system has been reformatted or overwritten several times, acquisitioning may still be possible.  Multiple tools exist to carry out this function; of note are those listed within the discussion section.

Hashing provides a cryptographic checksum after the input has been determined.  Any change to the input, however subtle, will change the hash value and result in a mismatch to the original acquisition.  Both the Message Digest and Secure Hash Algorithm are fairly common hashing algorithms which provide 128bit and 160bit protection respectively.  To that end, both should be considered for ensuring integrity and the following should questions should be answered:

· Can the accuracy of the hash be confirmed?

· Does the possibility of hash collision exist?
Worthy of note however is the process of searching for known files and hashing the outcome.  Whilst this may speed up the investigation process, it should be approached with caution as it is considered by many to be a an unreliable method of analysis.
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Chapter Four – Continuity / Chain of Custody
Technically speaking, evidence contained on a computer system either exists or it doesn’t.  Should evidence be found, its effects on any defence or prosecution can be highly influential; therefore the ability of an investigator to preserve that evidence and maintain its integrity throughout the investigatory life cycle is vital.  Continuity of evidence must be unbiased, demonstrable and accurate.
Continuity can be defined as the ability to track everything which happens to a piece of evidence from its raw state (i.e. initial seizure) to its presentation in a court, encompassing all steps of movement, storage or handling.  This ensures that contamination, errors (accidental or otherwise) or tampering in the collation and handling of evidence is kept to a minimum bordering on non-existent.

Computer systems are susceptible to electronic and magnetic interference, which in turn may affect the integrity and continuity of evidence.  Therefore safeguards to protect the evidence in storage similar to those listed below should be considered:
· Anti-static bags should be used to hold HDD, memory sticks and/or circuit boards.

· Avoid storing removable media (i.e. CDs, floppy discs, tapes) with heavy objects.

· Changes of ownership should be recorded.

· Ensure all evidence is kept apart from magnetic devices.

· Fragile devices should be handled with care.

· Label the bag – not the item.

· Storage areas must be secure and controlled.

· Store all evidence at room temperature.

Should the prosecution or defence show that evidence has been altered, tampered with or handled in a manner inconsistent with the previously mentioned guidelines; it leaves both the evidence and investigator in a precarious position.

An investigator must be able to establish that the evidence presented during a trial is the same as (or an exact copy of) the evidence collected and that he/she has full accountability of that evidence throughout the investigative life cycle.  Similarly, all persons who have access to the evidence must also show continuity.  To that end, the fewer people who have access, the more likely preservation of evidence becomes.

Normally the case officer will oversee the release of evidence from the incident location to the lab for further forensic examination; however should this be impractical the following guidelines should be instigated:
· Bagging and tagging – evidence should be marked with date and time; collecting officer and case number.

· Investigative notes are admissible and should be logged and made available to a defence/prosecution.

· Multiple investigators – should be considered.  One handling and securing the evidence in accordance with local guidelines; the other should note the actions of the first investigator.

· Transfer log – should record the transfer/movement of evidence between personnel.  Of note, both signature and serial numbers should be recorded.
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Chapter Five – Presenting Evidence
The Police and Criminal Evidence Act (PACE) 1984 (not in Scotland) allow computer evidence “to be produced in a form in which it can be taken away and which is visible and legible”.

That said it would be unrealistic to ask an organisation or investigator to image a complete RAID array or expect multiple (sometimes in the hundreds) databases to be taken off-line for singular forensic investigation.  Ergo, selective imaging of larger systems may be required in order to minimise the investigative footprint.

Despite the electronic format, computer based evidence should contain the attributes of traditional based evidence.  It should be noted that whilst evidence is presented to form a view of disputed events, in order for it to be admissible, is must also satisfy the following criteria:

· Authentic; links both alleged circumstances and/or persons.
· Accurate; produced by a competent person, and if necessary the process must be repeatable.  All forensic procedures should be documented, transparent, and witnessed.  Documentary evidence must reflect the content, investigation process and outcome.

· Complete; encompassing all the events or set of circumstances.

Furthermore, should images or clones be used of large corporate systems (i.e. complete RAID systems), it is reasonable to assume that inconsistencies will arise with regards to both date and time stamps.  To that end, an organisation will be required to outline the reliability of the system.

In persuading the court that the information presented is reliable, the following points should be observed and documented prior to and during a forensic investigation:
· Ascertain whether anti-virus, malware software was present, updated, configured correctly and whether it did/could affect the outcome of an investigation.

· Demonstrate how initial evidence collation can be regarded as ‘tamper-proof’ (i.e. write blocker, bag and tag, photographic evidence).

· Demonstrate what procedures were used to preserve evidence through the ‘chain of evidence’ process.
· Describe any current security mechanisms (i.e. could the evidence be planted by a third party)?
· Describe what testing was conducted prior to commissioning and whether any audit trails are in place.
· Do any external factors exist to confirm reliability (i.e. intra-networked system audit logs)?

· Explain how the evidence was selected and how it can be regarded as complete (i.e. prevalent if only a snapshot has been used).
· Evidence must be complete and unbiased.
· Has the evidence been produced by internal logs or forensic analysis and was the processes monitored?

· Is the organisation compliant with any good practice or audit standards?
· Is auditing performed as a normal function?
· Outline what manipulation of the evidence was carried out to make the material presentable and easier to understand in court.
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DISCUSSION
Data Carving is useful for data retrieval when the file system is missing.  Locating the header and footer of a segment of data, may provide the location of previously deleted information, conversely it may provide information on data with unique patterns such as jpg, jpeg, internet history or movie files.

However, data carving is less reliable for text files – namely due to the fact that no binary exists and that text files are just simple ASCII characters.

Additionally carving for fragmented files may be difficult, particularly when the data state is non-contiguous, encrypted or compressed.  Specifically, the following tools should be considered for data carving:
· Encase – supplied by Guidance Software
· FTK – supplied by AccessData Products
· NetAnalysis – supplied by Digital Detective

· X-Ways Forensics – supplied by X-ways software technology
Keyword Searching is useful for reviewing or searching a HDD for keywords or phrases.  Systems suspected of processing inappropriate material, be that in text format, embedded within an email or stored as part of an image can possibly be retrieved and reviewed using this method, even if the file has been ‘deleted’.

Investigators should be mindful however, that given the rather large size(s) of modern day HDD, the decision to perform a logical or physical search should be established at the earliest opportunity, as should whether live or indexed searching will be conducted.  Each have their own merits and weakness, however keyword searches should be as specific and short as possible (i.e. specific to the organisation or investigation).

It should also be remembered that some keyword searches are case sensitive; therefore search parameters may need to be refined numerous times to achieve the correct variable and output.

Several automated tools exist to aid this process, both commercial and freeware.  Whilst commercial tools may be considered expensive, they often provide a ‘suite’ of other tools which offer advantages in other areas.  The author has found the following commercial tools be of particular benefit:
· Maresware – supplied by Mares and Company.
There are alternatives to commercial software.  Freeware and open source software may not share the richness of their commercial counterparts, however used in conjunction with other open source tools; they provide a robust tool kit capable of preserving and extracting various forms of information.  Of note are the following:
· Bin Text – supplied by Foundstone
· Disk Investigator –supplied by The Absolute
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CONCLUSION
It is the opinion of the author that forensic soundness can only be brought about by correct procedural application, well written documentation and a clear understanding of the forensic tools within an investigators tool kit.
A methodical, well written, well planned procedure should ensure that if a forensic acquisition is necessary, changes to the original asset should be minimal.  Even where changes are made, providing the acquisition is authentic, accurate and complete and verification of its integrity can be shown; the soundness of the output should be strong enough to warrant the closest of scrutiny.
Demonstrable, repeatable steps will aid both the investigator to reproduce the output (which may be valuable as proof of concept), and allow external validation and verification to be conducted.

Photographic, and where possible video evidence of room layout out, cabling connectivity, peripheral devices, screen outputs (from both the asset and analysis systems) should be used to aid the investigation process.  It should also be noted that when dealing specifically with computers, time interpretation of the system, forensic tools and time zones must be checked and re-checked against preferably an atomic time source.
Hash values from all output should be photographed and documented.

Additionally, the following points should be observed prior to undertaking a forensic investigation:

· Do any legal conditions exist which may assist or hinder the investigation?
· How can the reliability and accuracy of evidence be preserved?

· Correctly labelled, signed and completed exhibit labels aids and enhances the continuity of evidence.

· Volatile and fragile evidence on a computer system is widespread.
· Only data deemed necessary to prove/disprove the accusation should be presented.

· Results must be forensically sound and repeatable.
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